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Whyyoushould insiston
vendor security certification.
Evaluating Risk: Information Security in a SaaS World.
Company data, whether it is legally sensitive, personally identifiable or business-
critical, is often the most valuable and high-risk asset of your organisation.

Therefore, the introduction of any new system must
be rigorously risk assessed to consider information
security implications, including:

• Confidentiality

• Integrity

• Availability

These risks extend not only to the systems and
tools that will be storing and processing the data
but also to the individuals who have access to them.
Which is why it is essential that vendors have an
Information Security Management System (ISMS)
that covers their entire organisation, including their
downstream supplier relationships. It is not
sufficient to be told “we use a datacenter that has
all the security certifications you need”.

Thanks to international information
security standards suchas ISO27001
andSOC2, it ispossible for vendors
toevidence their securityposture
through independentaudit
certificationsandreports, thus
providingyouwith the reassurance
that yourdatawill be storedand
processedsecurely.
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Avendor’swebsite thatdisplays internationally recognised
standards logos is a strong indication that youcanadd them
toyour shortlistwhen looking tobringanewsuiteof tools
intoyourorganisation.

Vendors can only maintain their ISMS status if they
pass rigorous testing and are able to prove ongoing
commitment that requires considerable resources to
maintain which demonstrates their commitment to
information security

Unlike point in time reviews, such as penetration
tests, these standards require company-wide
implementation supported by senior management.
Also essential is that auditors must review evidence
to cover the entire period from one audit to the next.

Once you have created a shortlist of vendors,
further investigation is necessary to complete a risk
assessment. The use of logos on a website is not in
itself sufficient evidence.

Don’t be afraid to ask for a copy of the vendor’s
penetration test reports. In most instances you will
be offered a summary report. This is because the
exposure of any outstanding vulnerabilities can put
the vendor’s other customers at increased risk.
Check the report carefully to ensure that the overall
risk rating is acceptable to you. If it is not, request a
remediation plan for any outstanding vulnerabilities.

For ISO27001, you should review the certificate to
understand the scope of the audits that have been
carried out. Check that all the products you are
looking to introduce are included in that scope. As
well as reviewing the certificate, request a copy of
the Statement of Applicability (SOA). This will
highlight any elements of the standard that have
been excluded in the assessment as well as
justifications for those exclusions. Make sure the
exclusions make sense for the product or service
being offered.

When it comes to SOC2, request a copy of the
latest audit report. This is a detailed report outlining
the scope of the audit and it also includes important
details about the operational structure of the
business, products being offered, underlying
supporting services and third party relationships.
The audit report provides a description of the
evidence that has been reviewed for each control in
the standard and lists exceptions where evidence
did not adequately support the control or was
unavailable; the exceptions will be addressed by
management comments. From this you will be able
to make an assessment as to whether the
comments adequately close out the issue or if you
need to request more information.
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LawVu is ISO27001
andSOC2certified
and isamemberof the
CloudSecurity

At LawVu, we aim to be fully transparent about our
security posture and to support you in completing
your internal risk assessment quickly and easily. As
well as the high level information provided in our
Trust Center at https://lawvu.com/trust-center/
we also maintain a comprehensive security pack
which is distributed to all prospective clients.

The LawVu security pack includes a copy of our:

• Information Security Policies

• Latest security certifications and reports

• Annual pen test reports from CREST certified
security firms

• Business Continuity and Disaster Recovery Plans

Our goal is to make the risk assessment process as
easy as possible. Should you require more
information than is in our security pack, please call
us. We are happy to talk to you.

Thefollowing is ahandysecurity
reviewchecklist:

ISO27001 Certificate

ISO27001 Statement of Applicability

SOC2 Type II Report

Latest Penetration Test Summary

Remediation Plan (for any outstanding risks in

the supplied reports)

Information Security Policies

Business Continuity and Disaster Recovery

Plans

Privacy Policy

Completing this kind of review should give you
peace of mind when it comes to onboarding your
chosen vendor. Remember too that it is acceptable
for you to ask for these reports on an annual basis.
Vendors have a responsibility to evidence that they
are maintaining their information security
management systems in order to keep your data
safe.
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